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AUDITSAFE REGULATORY COMPLIANCE
GUIDE

version 1.0

This document presents the regulations relating to electronic
records and signatures, namely:

« US: 21 CFR Part 11, subparts B and C
« EU: Annex 11

and how the technical features of the AuditSafe product meet these
requiremments.

Each regulation is listed below, with an accompanying explanation
of how the AuditSafe software meets the regulation, along with
information relating to your organisation’s responsibilities.

Before reading this document, please note that the explanations
we provide represent our interpretation of 21 CFR Part 11 and
Annex 11. We do not represent any government organisation, nor
are we a legal practitioner. Therefore, information given below
should be used in conjunction with local legal advice. The text of
each regulation is current as of December 2023.

AuditSafe software is intended to address GLP/GMP requirements.
It is the user’s responsibility to ensure that the software is
appropriately validated within their quality management system or
equivalent operating environment. For organisations developing
medical devices, refer to ISO 13485:2016 Clause 4.1.6, ISO TR
80002-2, and General Principles of Software Validation (FDA,
2002).

US: 21 CFR ParT 11

SuBPART B - ELECTRONIC RECORDS



Persons who use closed systems to create, modify, maintain, or
transmit electronic records shall employ procedures and controls
designed to ensure the authenticity, integrity, and, when
appropriate, the confidentiality of electronic records, and to ensure
that the signer cannot readily repudiate the signed record as not
genuine. Such procedures and controls shall include the following:

(A) VALIDATION OF SYSTEMS TO ENSURE ACCURACY, RELIABILITY, CONSISTENT
INTENDED PERFORMANCE, AND THE ABILITY TO DISCERN INVALID OR ALTERED
RECORDS.

Interpretation: How an organisation validates that the data
produced from the system can be trusted.

How AuditSafe complies: All TotalLab software is tested and
follows a documented life-cycle process.

Customer responsibility: The customer organisation is
responsible for validating the software for its intended purpose and
ensuring that it meets expected performance requirements within
the organisation’s operational environment.

(B) THE ABILITY TO GENERATE ACCURATE AND COMPLETE COPIES OF RECORDS IN
BOTH HUMAN READABLE AND ELECTRONIC FORM SUITABLE FOR INSPECTION,
REVIEW, AND COPYING BY THE AGENCY. PERSONS SHOULD CONTACT THE
AGENCY IF THERE ARE ANY QUESTIONS REGARDING THE ABILITY OF THE AGENCY
TO PERFORM SUCH REVIEW AND COPYING OF THE ELECTRONIC RECORDS.

Interpretation: How an organisation ensures that all electronic
records can be provided in human readable form.

How AuditSafe complies: AuditSafe retains historical copies of
projects as they are modified, allowing read-only access to
previous revisions. It also generates date- and time-stamped audit
trails of changes to projects. Audit trails are made available in PDF
format for read-only inspection.

Customer responsibility: The customer organisation is
responsible for restricting access to the AuditSafe system.

(C) PROTECTION OF RECORDS TO ENABLE THEIR ACCURATE AND READY
RETRIEVAL THROUGHOUT THE RECORDS RETENTION PERIOD.

Interpretation: How an organisation protects documentation and
keeps it readily available for the required retention period.

How AuditSafe complies: Records are stored securely within the
AuditSafe server, a new revision being created when updates are
commited to the system. AuditSafe users may access read-only
copies of project revisions through the AuditSafe client software.
Customer responsibility: The customer organisation is



responsible for ensuring restricted access to the AuditSafe server
and secure folder, for verifying retention periods relevant to their
domain and for backups of the project data.

(D) LIMITING SYSTEM ACCESS TO AUTHORIZED INDIVIDUALS.

Interpretation: How an organisation ensures that only authorised
users have access to the system.

How AuditSafe complies: Access to the AuditSafe software is
controlled by username / password credentials assigned to
individuals.

Customer responsibility: The customer organisation is
responsible for designating which users have access to the
AuditSafe system and with which permissions.

(E) UsE oF SECURE, COMPUTER-GENERATED, TIME-STAMPED AUDIT TRAILS TO
INDEPENDENTLY RECORD THE DATE AND TIME OF OPERATOR ENTRIES AND
ACTIONS THAT CREATE, MODIFY, OR DELETE ELECTRONIC RECORDS. RECORD
CHANGES SHALL NOT OBSCURE PREVIOUSLY RECORDED INFORMATION. SUCH
AUDIT TRAIL DOCUMENTATION SHALL BE RETAINED FOR A PERIOD AT LEAST AS
LONG AS THAT REQUIRED FOR THE SUBJECT ELECTRONIC RECORDS AND SHALL BE
AVAILABLE FOR AGENCY REVIEW AND COPYING.

Interpretation: How an organisation ensures that the complete
audit trail of a project is captured by the system, retained and
accessible by authorised users.

How AuditSafe complies: The AuditSafe system automatically
generates time-stamped records showing user actions and
maintaining the project-related data at each timestamp. The user
who took the action is also recorded. Data is never deleted.
Customer responsibility: The customer organisation is
responsible for maintaining the records for the defined retention
period. This will need to take into consideration the likes of
hardware and software updates (including operating system
updates), etc.

(F) USE OF OPERATIONAL SYSTEM CHECKS TO ENFORCE PERMITTED SEQUENCING
OF STEPS AND EVENTS, AS APPROPRIATE.

Interpretation: How an organisation ensures that electronic
workflows within the software operate correctly.

How AuditSafe complies: Workflows are defined within the
software and users are not able to take actions that are outside of
these workflows. Actions are visible in the audit trail.

Customer responsibility: The customer organisation is
responsible for validating the software for its intended purpose and



ensuring that it meets expected performance requirements within
the organisation’s operational environment.

(G) USE OF AUTHORITY CHECKS TO ENSURE THAT ONLY AUTHORIZED INDIVIDUALS
CAN USE THE SYSTEM, ELECTRONICALLY SIGN A RECORD, ACCESS THE
OPERATION OR COMPUTER SYSTEM INPUT OR OUTPUT DEVICE, ALTER A RECORD,
OR PERFORM THE OPERATION AT HAND.

Interpretation: How an organisation restricts user access (system
and record level) and verifies that the users performing functions
within the system are authorised to do so.

How AuditSafe complies: Access to the system, and therefore the
records stored within, is limited to authorised users by username
and password credentials. In addition, users must be granted
additional privileges to perform certain actions, such as sign-off.
Certain actions (e.g. sign-off) require password re-entry. User
sessions timeout after a duration specified in the server, requiring
re-entry of credentials.

Customer responsibility: The customer organisation is
responsible for granting access and privileges to individual users.

(H) Use oF pevICE (E.G., TERMINAL) CHECKS TO DETERMINE, AS APPROPRIATE,
THE VALIDITY OF THE SOURCE OF DATA INPUT OR OPERATIONAL INSTRUCTION.

Interpretation: How an organisation verifies that equipment being
used for regulated purposes is functioning properly.

How AuditSafe complies: Users are able to visually check the
text / files they are adding to the AuditSafe system.

Customer responsibility: The customer organisation is
responsible for hardware qualification.

(I) DETERMINATION THAT PERSONS WHO DEVELOP, MAINTAIN, OR USE
ELECTRONIC RECORD/ELECTRONIC SIGNATURE SYSTEMS HAVE THE EDUCATION,
TRAINING, AND EXPERIENCE TO PERFORM THEIR ASSIGNED TASKS.

Interpretation: How an organisation ensures that only trained and
qualified personnel perform functions on or within the system.
How AuditSafe complies: TotalLab only employs staff with
extensive, relevant experience in the area for which they have
responsibility, be that software development, software testing, or
other business functions.

Customer responsibility: The customer organisation is
responsible for ensuring that users of their systems, including the
AuditSafe software, are suitably trained and qualified.



(J) THE ESTABLISHMENT OF, AND ADHERENCE TO, WRITTEN POLICIES THAT HOLD
INDIVIDUALS ACCOUNTABLE AND RESPONSIBLE FOR ACTIONS INITIATED UNDER
THEIR ELECTRONIC SIGNATURES, IN ORDER TO DETER RECORD AND SIGNATURE
FALSIFICATION.

Interpretation: How an organisation holds individuals accountable
for the integrity of their actions relating to electronic records and
signatures.

How AuditSafe complies: This is not directly applicable as it
involves controls that must be implemented by the customer
organisation. However, the AuditSafe software can help
organisations to meet this requirement by limiting access to
records and recording the actions of individuals.

Customer responsibility: The customer organisation is
responsible for implementing policies that meet this requirement.

(K) USE OF APPROPRIATE CONTROLS OVER SYSTEMS DOCUMENTATION
INCLUDING.

(1) ADEQUATE CONTROLS OVER THE DISTRIBUTION OF, ACCESS TO, AND USE OF
DOCUMENTATION FOR SYSTEM OPERATION AND MAINTENANCE.

(2) REVISION AND CHANGE CONTROL PROCEDURES TO MAINTAIN AN AUDIT TRAIL THAT
DOCUMENTS TIME-SEQUENCED DEVELOPMENT AND MODIFICATION OF SYSTEMS
DOCUMENTATION.

Interpretation: How an organisation controls documents related to
system operation and maintenance and preserves the complete
history of changes made to these documents.

How AuditSafe complies: User documentation is supplied as part
of the installation package. Newer versions are supplied when the
software is updated.

Customer responsibility: The customer organisation is
responsible for the internal document controls, including supplied
manuals and operation and maintenance procedures.

SecTioN 11.30 CONTROLS FOR OPEN SYSTEMS

Persons who use open systems to create, modify, maintain, or
transmit electronic records shall employ procedures and controls
designed to ensure the authenticity, integrity, and, as appropriate,
the confidentiality of electronic records from the point of their
creation to the point of their receipt. Such procedures and controls
shall include those identified in § 11.10, as appropriate, and
additional measures such as document encryption and use of
appropriate digital signature standards to ensure, as necessary



under the circumstances, record authenticity, integrity, and
confidentiality.

Interpretation: For organisations using open systems, everything
for closed systems (Section 11.10) still applies. In addition, it must
implement further measures to ensure the authenticity and integrity
of records.

How AuditSafe complies: Not applicable as AuditSafe software is
a closed system under definition (b)(4) of 21 CFR Part 11 811.3.
Customer responsibility: Not applicable.

SecTioN 11.50 SIGNATURE MANIFESTATIONS

(A) SIGNED ELECTRONIC RECORDS SHALL CONTAIN INFORMATION ASSOCIATED
WITH THE SIGNING THAT CLEARLY INDICATES ALL OF THE FOLLOWING.

(1) THE PRINTED NAME OF THE SIGNER;

(2) THE DATE AND TIME WHEN THE SIGNATURE WAS EXECUTED; AND

(3) THE MEANING (SUCH AS REVIEW, APPROVAL, RESPONSIBILITY, OR AUTHORSHIP)
ASSOCIATED WITH THE SIGNATURE.

Interpretation: Any time that an electronic record is signed, the
following information must be visible alongside the signature: The
name of the signer; Date and time of the signature; The meaning
associated with the signature (e.g. update to records, sign-off by
reviewer, etc.)

How AuditSafe complies: Audit reports show all three data points,
clearly associated with each signature.

Customer responsibility: The customer organisation is
responsible for correctly configuring user names and the correct
privileges for each user.

(8) THE ITEMS IDENTIFIED IN PARAGRAPHS (A)(1), (A)(2), AND (A)(3) OF THIS
SECTION SHALL BE SUBJECT TO THE SAME CONTROLS AS FOR ELECTRONIC
RECORDS AND SHALL BE INCLUDED AS PART OF ANY HUMAN READABLE FORM OF
THE ELECTRONIC RECORD (SUCH AS ELECTRONIC DISPLAY OR PRINTOUT).

Interpretation: That the requirements set out in 11.50(a) are
subject to the same controls as records and must be human
readable.

How AuditSafe complies: Signatures are associated with the
related records internally within the software. Once applied, these
signatures may not be edited, deleted or re-assigned. These
signatures are available in a human-readable form through the



generation of PDF audit reports.

Customer responsibility: The customer organisation is
responsible for correctly configuring user names and the correct
privileges for each user.

SecTioN 11.70 SIGNATURE / RECORD LINKING

ELECTRONIC SIGNATURES AND HANDWRITTEN SIGNATURES EXECUTED TO
ELECTRONIC RECORDS SHALL BE LINKED TO THEIR RESPECTIVE ELECTRONIC
RECORDS TO ENSURE THAT THE SIGNATURES CANNOT BE EXCISED, COPIED, OR
OTHERWISE TRANSFERRED TO FALSIFY AN ELECTRONIC RECORD BY ORDINARY
MEANS.

Interpretation: Signatures must remain connected to the related
record. Such signatures cannot be removed or altered once
applied to a record, nor can they be applied falsely to another
record.

How AuditSafe complies: AuditSafe restricts access to records
through the use of username / password credentials and only
certain users have the privileges required to sign-off / approve
work. Signatures affixed to records within the AuditSafe system are
permanently attached within the system and are not accessible by
any user for the purposes of deletion, alteration or transfer.
Customer responsibility: The customer organisation is
responsible for assigning the correct privileges to users. However,
the organisation is not able to manipulate the affixation of
signatures to records under the control of the AuditSafe system.

SuBPART C - ELECTRONIC SIGNATURES

SecTioN 11.100 GENERAL REQUIREMENTS

(A) EACH ELECTRONIC SIGNATURE SHALL BE UNIQUE TO ONE INDIVIDUAL AND
SHALL NOT BE REUSED BY, OR REASSIGNED TO, ANYONE ELSE.

Interpretation: Each user must have a unique electronic signature
which must not be shared with other users.

How AuditSafe complies: AuditSafe allows organisations to
create multiple electronic signatures in the form of username /
password pairs that can be assigned to individuals.

Customer responsibility: The customer organisation must have
procedures in place to ensure uniqueness of user credentials.



(8) BEFORE AN ORGANIZATION ESTABLISHES, ASSIGNS, CERTIFIES, OR
OTHERWISE SANCTIONS AN INDIVIDUAL'S ELECTRONIC SIGNATURE, OR ANY
ELEMENT OF SUCH ELECTRONIC SIGNATURE, THE ORGANIZATION SHALL VERIFY
THE IDENTITY OF THE INDIVIDUAL.

Interpretation: A user’s identity must be verified before an
electronic signature is created and assigned to that user.

How AuditSafe complies: This is not applicable to the AuditSafe
software as it relies on the organisation’s internal procedures.
Customer responsibility: The customer organisation must have
procedures in place to verify the identity of individuals.

(c) PERSONS USING ELECTRONIC SIGNATURES SHALL, PRIOR TO OR AT THE TIME
OF SUCH USE, CERTIFY TO THE AGENCY THAT THE ELECTRONIC SIGNATURES IN
THEIR SYSTEM, USED ON OR AFTER AucusT 20, 1997, ARE INTENDED TO BE
THE LEGALLY BINDING EQUIVALENT OF TRADITIONAL HANDWRITTEN SIGNATURES.

(1) THE CERTIFICATION SHALL BE SIGNED WITH A TRADITIONAL HANDWRITTEN SIGNATURE
AND SUBMITTED IN ELECTRONIC OR PAPER FORM. INFORMATION ON WHERE TO SUBMIT
THE CERTIFICATION CAN BE FOUND ON FDA's weB PAGE ON LETTERS oF NoN-
REPUDIATION AGREEMENT.

(2) PERSONS USING ELECTRONIC SIGNATURES SHALL, UPON AGENCY REQUEST, PROVIDE
ADDITIONAL CERTIFICATION OR TESTIMONY THAT A SPECIFIC ELECTRONIC SIGNATURE IS
THE LEGALLY BINDING EQUIVALENT OF THE SIGNER'S HANDWRITTEN SIGNATURE.

Interpretation: Before an organisation implements electronic
signatures, it must notify the FDA of its intention to do so, and state
that it intends to treat electronic signatures as legally binding.

How AuditSafe complies: This is not applicable to the AuditSafe
software as it relies on the organisation’s internal procedures.
Customer responsibility: If the customer organisation is using the
AuditSafe software to comply with US medical device regulations,
it must make the appropriate notification to the FDA.

SecTioN 11.200 ELECTRONIC SIGNATURE COMPONENTS AND
CONTROLS

(A) ELECTRONIC SIGNATURES THAT ARE NOT BASED UPON BIOMETRICS SHALL:

(1) EMPLOY AT LEAST TWO DISTINCT IDENTIFICATION COMPONENTS SUCH AS AN
IDENTIFICATION CODE AND PASSWORD.

Interpretation: Electronic signatures that are not biometric in
nature, must be made up of two distinct parts, e.g. a user name
and a password.

How AuditSafe complies: AuditSafe user credentials consist of



both a unique user identifier and a secret password.
Customer responsibility: The customer organisation is
responsible for creating user credentials.

(a)(1)(i) When an individual executes a series of signings during a
single, continuous period of controlled system access, the first
signing shall be executed using all electronic signature
components; subsequent signings shall be executed using at least
one electronic signature component that is only executable by, and
designed to be used only by, the individual.

Interpretation: The first time a user signs a record, the system
must require them to enter all parts of their electronic signature.
Subsequent signings during the same session require only a single
part of the signature, e.g. a password.

How AuditSafe complies: A user is required to enter both parts of
their electronic signature when first accessing the AuditSafe
system. Subsequent signatures require entry of their password.
Customer responsibility: The customer organisation is
responsible for configuring electronic signatures for users.

(a)(1)(ii) When an individual executes one or more signings not
performed during a single, continuous period of controlled system
access, each signing shall be executed using all of the electronic
signature components.

Interpretation: When a user logs out of a system (by choice or by
timeout) and logs back in, the user is required to enter all parts of
their electronic signature.

How AuditSafe complies: Once logged out of the AuditSafe
software, a user is required to enter both username and password
to regain access. Subsequent signatures also require entry of their
password.

Customer responsibility: The customer organisation is
responsible for configuring electronic signatures for users.

(2) BE USED ONLY BY THEIR GENUINE OWNERS; AND

Interpretation: Electronic signatures must only be used by the
individuals to whom they are assigned.

How AuditSafe complies: The AuditSafe software gives
administrators the ability to configure user access and ensure
duplicate user IDs are not allowed.

Customer responsibility: The customer organisation is
responsible for configuring user accounts correctly (e.g. Windows
and AuditSafe accounts).



(3) BE ADMINISTERED AND EXECUTED TO ENSURE THAT ATTEMPTED USE OF AN
INDIVIDUAL'S ELECTRONIC SIGNATURE BY ANYONE OTHER THAN ITS GENUINE OWNER
REQUIRES COLLABORATION OF TWO OR MORE INDIVIDUALS.

Interpretation: In circumstances where an individual’s electronic
signature must be used by someone to whom it has not been
assigned, the system must require two users to operate together.
How AuditSafe complies: The AuditSafe system allows for
emergency login (in the event that a user has left the organisation,
is on leave, etc.). Two users with the required privileges are
needed to gain access to the user’s account. Such access is
recorded in the system audit trail and each action undertaken
during such a login session is tagged with the two users.
Customer responsibility: The customer organisation is
responsible for configuring user accounts correctly and ensuring
that the necessary privileges are assigned to suitable users (e.g.
supervisor, managers), according to internal policies.

(B) ELECTRONIC SIGNATURES BASED UPON BIOMETRICS SHALL BE DESIGNED TO
ENSURE THAT THEY CANNOT BE USED BY ANYONE OTHER THAN THEIR GENUINE
OWNERS.

Interpretation: Where an electronic signature is of the biometric
type, this may only be used by the individual to whom it has been
assigned.

How AuditSafe complies: Not applicable as AuditSafe does not
support biometric signatures.

Customer responsibility: Not applicable for AuditSafe.

SecTioN 11.300 CONTROLS FOR IDENTIFICATION
CODES/PASSWORDS

PERSONS WHO USE ELECTRONIC SIGNATURES BASED UPON USE OF
IDENTIFICATION CODES IN COMBINATION WITH PASSWORDS SHALL EMPLOY
CONTROLS TO ENSURE THEIR SECURITY AND INTEGRITY. SUCH CONTROLS SHALL
INCLUDE!:

(A) MAINTAINING THE UNIQUENESS OF EACH COMBINED IDENTIFICATION CODE AND
PASSWORD, SUCH THAT NO TWO INDIVIDUALS HAVE THE SAME COMBINATION OF
IDENTIFICATION CODE AND PASSWORD.

Interpretation: No two users can have the same combination of
user ID and password and each user ID can never be assigned to
more than one individual.

How AuditSafe complies: The AuditSafe software prevents the
creation of duplicate usernames.



Customer responsibility: The customer organisation is
responsible for ensuring that user IDs are only ever assigned to
one user.

(B) ENSURING THAT IDENTIFICATION CODE AND PASSWORD ISSUANCES ARE
PERIODICALLY CHECKED, RECALLED, OR REVISED (E.G., TO COVER SUCH EVENTS
AS PASSWORD AGING).

Interpretation: Passwords must be checked, recalled, or changed
from time to time.

How AuditSafe complies: The AuditSafe software allows for
timed password expiry, forced password expiry and deactivation of
user accounts.

Customer responsibility: The customer organisation is
responsible for configuring user accounts correctly.

(C) FOLLOWING LOSS MANAGEMENT PROCEDURES TO ELECTRONICALLY
DEAUTHORIZE LOST, STOLEN, MISSING, OR OTHERWISE POTENTIALLY
COMPROMISED TOKENS, CARDS, AND OTHER DEVICES THAT BEAR OR GENERATE
IDENTIFICATION CODE OR PASSWORD INFORMATION, AND TO ISSUE TEMPORARY
OR PERMANENT REPLACEMENTS USING SUITABLE, RIGOROUS CONTROLS.

Interpretation: If the credentials relating to an electronic signature
are lost or stolen, it must be deauthorised and a secure
replacement issued.

How AuditSafe complies: While AuditSafe supports the
deauthorisation (deactivation) and creation of new accounts, the
responsibility for implementation lies with the customer
organisation.

Customer responsibility: The customer organisation is
responsible for configuring user accounts correctly and for
implementing internal policies and procedures to manage account
creation and deletion.

(D) USE OF TRANSACTION SAFEGUARDS TO PREVENT UNAUTHORIZED USE OF
PASSWORDS AND/OR IDENTIFICATION CODES, AND TO DETECT AND REPORT IN AN
IMMEDIATE AND URGENT MANNER ANY ATTEMPTS AT THEIR UNAUTHORIZED USE TO
THE SYSTEM SECURITY UNIT, AND, AS APPROPRIATE, TO ORGANIZATIONAL
MANAGEMENT.

Interpretation: Unauthorised attempts to access user accounts
must be detected and reported.

How AuditSafe complies: AuditSafe records all failed login
attempts in the system audit trail to allow for further investigation. A
warning count is also displayed on the Users tab of the AuditSafe
server webpage.



Customer responsibility: The customer organisation is
responsible for configuring user accounts correctly.

(E) INITIAL AND PERIODIC TESTING OF DEVICES, SUCH AS TOKENS OR CARDS, THAT BEAR
OR GENERATE IDENTIFICATION CODE OR PASSWORD INFORMATION TO ENSURE THAT THEY
FUNCTION PROPERLY AND HAVE NOT BEEN ALTERED IN AN UNAUTHORIZED MANNER.

Interpretation: Passcode tokens must be tested before they are
issued for use and periodically while in use to ensure they are
functioning correctly.

How AuditSafe complies: This is not applicable as the customer
organisation is responsible for generating identification codes.
Customer responsibility: The customer organisation is
responsible for the generation of identification codes or passwords
following their internal procedures using whichever method is
generally employed.

EU: ANNEX 11

While this document is primarily focussed on US FDA regulations
(21 CFR Part 11), it should be noted that the AuditSafe software
may also assist in meeting the recommendations listed in EU
Annex 11 to the good manufacturing practice requirements set out
in Directive 2002/94/EC and Directive 91/412/EEC.

While Annex 11 is not a legal requirement, it is a strongly
recommended guideline and covers similar ground to 21 CFR Part
11. The following clauses are particularly relevant:

9. AupiT TrAILS: CONSIDERATION SHOULD BE GIVEN, BASED ON A RISK
ASSESSMENT, TO BUILDING INTO THE SYSTEM THE CREATION OF A RECORD OF
ALL GMP-RELEVANT CHANGES AND DELETIONS (A SYSTEM GENERATED "AUDIT
TRAIL"). FOR CHANGE OR DELETION OF GMP-RELEVANT DATA THE REASON
SHOULD BE DOCUMENTED. AUDIT TRAILS NEED TO BE AVAILABLE AND
CONVERTIBLE TO A GENERALLY INTELLIGIBLE FORM AND REGULARLY REVIEWED.

AuditSafe generates a date- and time-stamped audit trail of
changes to projects. Audit trails are made available in PDF format
for read-only inspection.

12. SECURITY:

12.1: PHYSICAL AND/OR LOGICAL CONTROLS SHOULD BE IN PLACE TO RESTRICT ACCESS
TO COMPUTERISED SYSTEM TO AUTHORISED PERSONS. SUITABLE METHODS OF
PREVENTING UNAUTHORISED ENTRY TO THE SYSTEM MAY INCLUDE THE USE OF KEYS,
PASS CARDS, PERSONAL CODES WITH PASSWORDS, BIOMETRICS, RESTRICTED ACCESS TO
COMPUTER EQUIPMENT AND DATA STORAGE AREAS.



Access to the system, and therefore the records stored within, is
limited to authorised users by username and password credentials.
In addition, users must be granted authority to perform certain
actions, such as sign-off.

12.4: MANAGEMENT SYSTEMS FOR DATA AND FOR DOCUMENTS SHOULD BE DESIGNED TO
RECORD THE IDENTITY OF OPERATORS ENTERING, CHANGING, CONFIRMING OR DELETING
DATA INCLUDING DATE AND TIME.

AuditSafe automatically generates time-stamped records showing
user actions and maintaining the project-related data at each
timestamp. The user who took the action is also recorded.

14. ELECTRONIC SIGNATURE. ELECTRONIC RECORDS MAY BE SIGNED
ELECTRONICALLY. ELECTRONIC SIGNATURES ARE EXPECTED TO:

A. HAVE THE SAME IMPACT AS HAND-WRITTEN SIGNATURES WITHIN THE
BOUNDARIES OF THE COMPANY,

B. BE PERMANENTLY LINKED TO THEIR RESPECTIVE RECORD,

C. INCLUDE THE TIME AND DATE THAT THEY WERE APPLIED.

AuditSafe restricts access to records through the use of username
| password credentials and only certain users have the privileges
required to sign-off / approve work. Signatures affixed to records
within the AuditSafe system are permanently attached within the
system and are not accessible by any user for the purposes of
deletion, alteration or transfer.

17. ARCHIVING. DATA MAY BE ARCHIVED. THIS DATA SHOULD BE CHECKED FOR
ACCESSIBILITY, READABILITY AND INTEGRITY. |F RELEVANT CHANGES ARE TO BE
MADE TO THE SYSTEM (E.G. COMPUTER EQUIPMENT OR PROGRAMS), THEN THE
ABILITY TO RETRIEVE THE DATA SHOULD BE ENSURED AND TESTED.

AuditSafe maintains revisions of projects on the server. These
revisions are accessible by server administrators for backup to
another storage system, if required.

21 CFR PART 11 COMPLIANCE MATRIX

SECTION AUDITSAFE COMPLIANCE
Subpart B

11.10 (a) Compliant

11.10 (b) Compliant

11.10 (c) Compliant

11.10 (d) Compliant



SECTION

AUDITSAFE COMPLIANCE

11.10 (e) Compliant
11.10 (f) Compliant
11.10 (g) Compliant
11.10 (h) Not Applicable
11.10 (i) Not Applicable
11.10 (j) Not Directly Applicable
11.10 (k) Compliant
11.30 Not Applicable
11.50 (a) Compliant
11.50 (b) Compliant
11.70 Compliant
Subpart C
11.100 (a) Compliant
11.100 (b) Not Applicable
11.100 (c) Not Applicable
11.200 (a)(1) Compliant
11.200 (a)(1)(i) Compliant
11.200 (a)(1)(ii) Compliant
11.200 (a)(2) Compliant
11.200 (a)(3) Compliant
11.200 (b) Compliant
11.300 (a) Compliant
11.300 (b) Not Applicable
11.300 (c) Partially Compliant
11.300 (d) Compliant
11.300 (e) Not Applicable
REFERENCES

« 21 CFR Part 11. US Government (accessed 5 December 2023)
« Annex 11. European Commission (accessed 5 December
2023)



https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11
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« 1SO 13485:2016 Medical devices - Quality management systems

- Requirements for regulatory purposes
« ISO/TR 80002-2:2017 Medical device software - Part 2:

Validation of software for medical device quality systems



